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General Policy Statement:
(Credit Union) recognizes its responsibility to safeguard member information and will treat the private financial information of the Credit Union's members ("member information") with appropriate care in order to maintain the confidentiality, integrity, and security of member information. The purpose of this policy resource is to set forth the guidelines for management and staff to use in establishing and maintaining a configuration management plan. Credit Union personnel will follow secure configuration management strategies such that member information system modifications are consistent with the Credit Union’s information security program. The Credit Union will comply with all applicable laws and regulations governing the safeguarding of member information, including NCUA Guidelines for Safeguarding Member Information (12 CFR Part 748 Appendices A and B, Part 749 Appendix B) (the "Guidelines") and all other applicable laws and regulations regarding the safeguarding of member information.
Definitions:
Baseline Configuration
A set of specifications for a system, or Configuration Items (CI) within a system, that has been formally reviewed and agreed on at a given point in time, and which can be changed only through change control procedures. That baseline configuration is used as a basis for future builds, releases, and/or changes.
Configuration Change Control
Process for managing and controlling changes to the configuration of an information system or its constituent CIs.
Configuration Management
A collection of activities focused on establishing and maintaining the integrity of products and systems, through control of the processes for initializing, changing, and monitoring the configurations of those products and systems throughout the system development life cycle.
Configuration Management Plan
A comprehensive description of the roles, responsibilities, policies, and procedures that apply when managing the configuration of products and systems.
References:
National Institute of Standards and Technology (NIST). Special Publication 800-53 (Rev. 4) Security Controls and Assessment Procedures for Federal Information Systems. Configuration Management Control Family.
NIST. Special Publication 800-125. Guide to Security for Full Virtualization Technologies.
NIST. Special Publication 800-128. Guide for Security-Focused Configuration Management of Information Systems.
Scope:
This policy applies to Credit Union systems that process, store, or transmit member information, including, but not limited to, the following: workstations, servers, virtual machines, network devices, operating systems, applications, laptops, and mobile devices. This policy document also applies to service provider (i.e., non-Credit Union controlled) systems that store, process, or transmit Credit Union member information.
Guidelines:
1. CONFIGURATION MANAGEMENT PLAN. The Credit Union will develop and document a security-focused configuration management plan. The plan will be regularly reviewed and submitted to the Board and/or Supervisory Committee for approval. The plan will include procedures for the secure configuration of information systems that store, process, or transmit member information. The plan will be distributed to Credit Union personnel who have configuration management responsibilities. The plan will be protected from unauthorized access and change.
  
A. Configuration Management Personnel Responsibilities. Credit Union officials shall assign personnel (consisting of [4120-9, 4120-9.1, 4120-9.4], , ) to be in charge of information system configuration management. These personnel shall have the technical skills to configure information systems using security best practices, and to develop and document the configuration management plan. They will assess the impact of requested configuration changes, approve or disapprove change requests, and test changes (as feasible) before implementation. Configuration management personnel shall be included in planning and acquisition processes for new systems or system modifications. Configuration management personnel may include, but are not limited to, the Chief Information Officer, system administrators, and system/software developers. Configuration management roles and responsibilities will be documented.
 
B. Information System Component Inventory. The configuration management plan will include procedures for maintaining an accurate inventory of all information system components, including virtualized systems and resources. The inventory shall include information necessary for effective accountability, including, but not limited to, the following: system owner, software license information, software version numbers, and machine names and network addresses. The inventory shall be reviewed and updated [4305-1], and when components are installed or removed.
 
C. Baseline Configuration. Configuration management personnel shall maintain baselines of Credit Union information systems.
  
i. These baselines shall be documented and shall reflect secure (i.e., hardened), regularly-updated configuration settings. Secure configuration settings include, but are not limited to, the following:
  
1. removing or disabling unnecessary services;
 
2. enabling event logging;
 
3. changing default identifiers and authenticators; and
 
4. enabling automatic updates and patches.
 
5. The Center for Internet Security (CIS) and Defense Information Systems Agency (DISA) published benchmarks will be referenced when configuring hardened baselines
 
ii. Credit Union personnel may develop checklists outlining the secure configuration settings for information systems. {Note: A sample list of general systems and application hardening considerations is available on the CU PolicyPro Resources page}. Information system baselines shall be securely stored and regularly updated (as changes to baselines are implemented) to support rollback and recovery procedures. Exceptions to baseline configuration settings must be documented and approved through the Credit Union’s configuration change management process. The information system component inventory will be used in conjunction with information system monitoring to detect deviations from baseline configuration settings.
 
D. Configuration Change Management. Credit Union change management personnel shall have the responsibility and authority to review and approve information system configuration changes. Responsible personnel will assess the security impact of proposed changes. Requests for significant changes will include, at a minimum, rationale, affected systems, and the expected impact of doing the change and not doing the change. Credit Union management and information system owners will be trained to understand and follow the formal configuration change management process (i.e., they will recognize what changes require controlled change management). System patch management policies procedures are outlined in Policy 4120.20310.
 
E. Testing Configuration Changes. If proposed configuration changes could have a high adverse impact on the Credit Union’s critical information systems (as identified in risk assessment activities), those changes will be tested on non-production systems (if available), before implementation. If non-production systems are not available for testing, changes will gradually be implemented on low-impact/minor systems before they are implemented on critical systems. All configuration change testing information shall be documented and reported to Credit Union officials. Additional controls will be applied to changes that exhibit unacceptably high impact levels. Those changes will be retested with additional controls applied before they are implemented on critical systems. The change management process will include a provision for backing out of changes if they do not provide adequate or expected functionality or security.
 
F. Verifying Change Implementation. The Credit Union shall verify that changes provide their expected functionality and security through vulnerability scans and post-implementation analysis, as necessary. The change request will be closed, and personnel who requested the change will be informed of the change implementation. Baseline configuration settings affected by the change shall be updated.
 
G. Emergency Changes. The configuration change management process must include provisions for making emergency changes to information systems. The change management plan will be coordinated with the incident response plan, such that emergency changes can be expeditiously reviewed and approved by authorized configuration management personnel, as practicable. Procedures must be established for management to review unscheduled changes if the changes were not implemented following the formal approval process. shall be responsible for approving emergency changes and reporting significant changes to the Board and/or Supervisory Committee. Baseline configuration settings affected by unscheduled changes shall be updated.
 
H. Security for Virtualized Systems. When planning to deploy virtualized systems, management shall consider, at a minimum, the following information system life-cycle elements: rationale and policy; authentication and cryptographic mechanisms to be used; implementation and testing; operational requirements; event logging and monitoring; and disposition (retirement). Credit Union systems running on virtual machines (i.e., guest operating systems and their applications) will have the same security controls applied as those running directly on hardware. Access to the hypervisor (virtual machine manager) will be restricted to authorized administrators only. Each guest operating system (OS) in the virtual environment shall be accessed through separate authentication credentials. If malware is discovered on one guest OS, then the Credit Union shall scan all other OSs in the shared virtualized environment for malware (in order to detect malware spread through shared disks or clipboards). Physical access controls will be applied to the hardware on which virtualized systems run. 

